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Health information technology costs and patient safety
concerns

Robert L. Hunter, DO, CMD, FACOEP, FACOFP, HPF
From the Buckeye Family Practice, Beavercreek, OH.
Summary Healthcare is a critical issue in our nation. This information was presented to the United
States Senate on July 14, 2009. This is a study of the literature concerning Health ER. Barriers and
incentives are explored and represented in charts and graphs to indicate the cost of the essential
technology to improve record keeping and healthcare. Barriers and incentives are explored and
represented in charts and graphs to indicate the cost of the essential technology which will improve
record keeping and healthcare. This must be cost effective for the provider and allow records to be
accessed in a manner that will not jeopardize patient confidentiality.
© 2011 Elsevier Inc. All rights reserved.
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An important issue for the patients in Ohio and in the
nation is the American Recovery & Reinvestment Act of
2009 (ARRA) that was signed into law by President Obama
in February 2009.1 I specifically want to focus on the impact
of ARRA on access to health information technology (HIT).
The Institute of Medicine regards the implementation of
electronic health records (EHRs) as an essential technology
and one of the principle ways to improve health care.2

ARRA includes more than $20 billion to aid in the devel-
opment of a robust HIT infrastructure for health care.3

Few US doctors or hospitals—perhaps 17% and 10%, re-
spectively—have even basic EHRs.2 There are significant bar-
iers to their adoption and use, including1 the technical and
ogistical challenges involved in installing, maintaining, and
pdating them, as well as consumers’ and physicians’ concerns
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bout the privacy and security of electronic health information.
ost is a significant barrier—not only in terms of purchase
rice, but also based on the perceived lack of financial return
rom investing in EHRs. The physician has to front money to
urchase the EHR system, which may cost anywhere from
20,000 to $50,000, as well as pay $10,000 to $20,000 per year
or maintenance. The average EHR is replaced every five
ears; therefore, there is a short life expectancy.

The financial benefits of office-based electronic medical
ecords (EMRs) systems do not outweigh the cost to clini-
ians. Information reviewed from past studies, including
hose of the American Medical Association (AMA), reveal
hat doctors may see only 11 cents of every dollar saved
hrough the use of EHR.2 A physician can estimate that it
ould take about five to six years for an EHR to recoup its

ost within a physician office-based practice.4 BlueCross/
Blue Shield of Massachusetts announced it has decided not
to require physicians to install EHR to participate in its
bonus program.5 The insurer is not suggesting that EMRs are
ot worthwhile; it simply realizes that it would be unrealistic to
xpect physicians to make an investment few could afford.5

The Centers for Medicare and Medicaid Services (CMS)
proposed rules on meaningful use criteria for the EHRs

incentive program. However, the aggressive criteria may
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deter many physicians from participating in the Medicare
and Medicaid incentive programs. The first incentives start
in 2011 and eligible practitioners must show 90 days of
using EMRs, which means they would have had to begin
using them in October 2010. There are 25 objectives to meet
the criteria for meaningful use, and a majority of providers
have not set up an EMR system. Studies find that only approx-
imately 30% of physicians will meet the extensive meaningful
use criteria, although there is no guarantee there will be enough
money for all the providers who meet the criteria.5

According to the facilitator of EHR adoption, 55% of
physicians have no electronic health records and 46% who
have implemented EHR site financial incentives are or will
be the reason for adopting EHR.5 The federal government
has allocated billions of dollars via ARRA to aid in the
development of HIT systems. Under the federal stimulus
package, physicians and hospitals who demonstrate mean-
ingful use of EHRs could be eligible for incentive payments.

The Congressional Budget Office estimates that the fed-
eral government could save $12 billion in health payments
over 10 years with widespread use of EHRs. However, HIT
advocates warn that physician reluctance to adopt EHRs
could threaten the goals of the federal stimulus package and
the new health reform law. There are concerns about the
safety to patient information confidentiality by providers
and hospital administrators as a result of the biennial up-
dating of meaningful use criteria. The implementation pro-
cess should allow enough time for adequate testing of prod-
ucts.

Shifting the rewards of the current health care market
from quantity of services to quality of care is a necessary
paradigm shift. Adopting HIT is a step toward improving
quality of care, but physicians need access to private lenders
through guarantees issued by the Small Business Adminis-
tration as proposed by the Small Business Health Informa-
tion Technology Financing Act/ H.R. 3014/ S. 2765. The
House bill passed in 2009, but §2765 is still in the Senate.

History and background

In Ohio, the Ohio Information Partnership (OHIP) com-
prises the Ohio Osteopathic Association, Ohio State Medi-
cal, Ohio Hospital Association, BioOhio, and Ohio.gov,
which Governor Strickland designated to lead the imple-
mentation and support of HIT throughout Ohio.5 OHIP has
een allocated to receive $46,393,199 for the state’s re-
ional extension centers and $16,979,000 for the state’s
ealth information exchange, including the Northeast Ohio
NEO) HealthForce, which will receive $1,453,500 to assist
23 primary care physicians.6

“Physicians have been slow to adopt health information
technologies and EMRs, in part from the financial burden.
Policy makers have looked to hospitals to offer financial
assistance to providers. However, federal laws and related

regulations, including the physician self-referral law—com-
monly referred to as the Stark law—and the anti-kickback
statute, were perceived as inhibiting hospitals’ willingness
to assist physicians. The laws are intended to stop hospitals
from offering financial incentives to physicians in return for
patient referrals. In an effort to accelerate physician IT
adoption, the U.S. Department of Health and Human Ser-
vices (HHS) in August 2006 issued IT exceptions to the
Stark law and IT safe harbors to the anti-kickback statute. In
2007, the Internal Revenue Service (IRS) defined that hos-
pital compliance with the Stark exclusion and anti-kickback
safe harbor to assist physicians’ EMR purchases would not
violate federal tax law.”7

The HIT provisions of ARRA go under the acronym
“HITECH,” which stands for Health Information Technol-
ogy for Economic and Clinical Health Act of 2009 (Fig. 1).8

Congress designed the legislation to improve US healthcare
through the development of a solid health information in-
frastructure while simultaneously stimulating the economy
through new investment and job growth.9 The five goals

ere to improve quality, safety, efficiency, and reduce
ealth disparities; engage families and patients; improve
are coordination; ensure adequate privacy and security
rotections for personal health information; and improve
opulation and public health.9 Information technology is

increasingly recognized as an important tool for improving
patient safety and quality of care, which will promote the
practice of evidence-based medicine.1

These programs begin the process “. . . of creating a
national, private, and secure electronic health information
system. The grants are designed to help doctors and hospi-
tals acquire electronic health records and use them in mean-
ingful ways to improve the health of patients and reduce
waste and inefficiency,” said Dr. David Blumenthal, Na-
tional Coordinator for Health Information Technology.1

These programs should also help create the infrastructure
for technological advances, which enables patient informa-
tion to follow patients within and across communicates as
the records follow them to emergency department, referrals,

Figure 1 ARRA.
and other changes of clinicians. This information is neces-

http://Ohio.gov
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sary to help doctors and patients make the best medical
decisions regarding health care based on improved re-
sources to information. Despite this potential for quality
improvement, few physician practices use EHRs.

Purpose of the EHR

The EHR is an electronic record of patient health infor-
mation created by each encounter in any care delivery
setting. Patient demographics, progress notes, problems,
medications, vital signs, past medical history, immuniza-
tions, laboratory data, and radiology reports are included in
the patient’s EHR.1 The benefits of the EHR are that the
ecords are legible, interface with laboratories and imaging
ervices, keep track of medications, and are transportable.
ome EHR implementations such as COSTAR, VistA, and
ELP systems have indeed proved enduring successes.2,3,10

EHRs advance quality of care and patient safety, facilitate
work flow, and decrease costs.11 The Center for Information

echnology estimates an annual savings of $132 billion
Fig. 2).12
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Figure 2 National Health Information Infrastructure Net Esti-
mated Annual.
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Figure 3 Meaningful co
Incentive payments for adoption of EHR

Incentive payments are based on physicians’ meaningful
use of information technology. The criterion for meaningful
use focuses on safety and quality at the practice level (Fig.
3). Meaningful use is an obvious hallmark of a patient-
centered medical home (PCMH) along with care manage-
ment.13 Primary care physicians will be accountable for

anaging and coordinating the care of a population of
atients. EHRs will boost data-based decision making and
edical accountability, which could lead to financial incen-

ives for eligible providers.
ARRA includes incentives to physicians through Medi-

are and Medicaid of $44,000 and $63,000, respectively.
here are several hoops to jump through—purchasing or

easing an EHR system, integrating an EHR into the prac-
ice, and meeting 25 objectives for meaningful use to get
hese incentives, but ultimately, the physician may not qual-
fy for them. The EHR will improve health of patients and
educe waste and efficiency, but the new technology will
ake years of trial and error.

Federal financial support for HIT

Under the ARRA, an estimated $19.2 billion in stimulus
funds are available to enhance the use of EHR by health
service providers and hospitals.14 Grants have been made
available totaling $598 million to establish approximately
70 Health Information Technology Regional Extension
Centers.15 These centers will provide hospitals and clini-
ians with technical assistance in selection, acquisition, im-
lementation, and meaningful use of certified EHR systems.
n addition, grants totaling $564 million to states and Qual-
fied State Designated Entities (SDEs) have been made
vailable to support the development of mechanisms for
nformation sharing within an emerging nationwide system
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of networks. Seventeen billion dollars in incentives will be
made available through Medicare ($44,000) and Medicaid
($63,700) to physicians who meet the criteria for meaning-
ful use of EHR (Fig. 4).16

Medicare incentive payments would be based on an
amount equal to 75% of the Secretary’s estimate of allow-
able charges, up to $18,000 for the first payment year.
Incentive payments would be reduced in subsequent
years: $12,000, $8,000, $4,000, and $2000, after 2015.
Physicians who report using an HER (which is also
capable of e-prescribing) would be eligible for EHR
incentives only.

Early adopters, whose first payment year is 2011 or
2012, would be qualified for an initial incentive payment up
to $18,000. In 2014, the payment limit would equal
$12,000. Adopters, whose first payment year is 2015, would
receive $0 payment for 2015 and any subsequent year. For
qualified professionals in a rural health professional short-
age area, the incentive payment amounts would be increased
by 10%.

Incentives under the Medicaid program are also available
for physicians, hospitals, federally-qualified health centers,
rural health clinics, and other providers. Eligible pediatri-
cians (nonhospital based), with at least 20% Medicaid pa-
tient volume, could potentially receive up to $42,500, and
other physicians (nonhospital based), with at least 30%
Medicaid patient volume, could potentially receive up to
$63,750, over a six-year period (Table 1).

Criteria for incentive payments

Physicians may start earning incentives in 2011 by dem-
onstrating meaningful use of EHR. Providers will need to
have at least 30% of patient volume attributable to Medicaid
patients and there is no volume necessary to qualify for
additional Medicare incentives. It is not a grant, and there
are no guarantees that physicians will qualify. Through
“meaningful use,” physicians demonstrate their intent to
improve quality, safety, and efficiency, and reduce health
disparities. Physicians engage patients and families of those

17%
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26%

10%
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Households 

State/Local

Other Federal

Figure 4 Incentives for Medicaid and Medicare.
whom they treat. Physicians adopting these uses may help
improve coordination of care for patients. Clinicians must
ensure adequate privacy and security protections for per-
sonal health information. Meaningful use can be demon-
strated through the use of computerized physician order
entry, e-prescribing, recording vital signs and patient demo-
graphics, and electronic claim submissions. Physician use of
up-to-date problem lists, medication reconciliation, and in-
surance eligibility checking are also examples of meaning-
ful use. There will be a 90-day reporting period. The pro-
gram started January 1, 2011 for eligible professionals and
October 1, 2010 for hospitals. Payments are determined by
October of the following year. Reporting is through attes-
tation in the year 2011, and starting in 2012 there will be a
formal electronic reporting process. Payment is delayed at
least one year after proving compliance.

In the first phase, physicians will be responsible for
electronically capturing health information in coded format.
They will also be responsible for using the information to
track key clinical conditions and for coordination of care. In
addition, clinicians will have to show that they are imple-
menting clinical decision support tools to facilitate disease
and medication management. Lastly, they will need to re-
port clinical quality measures and public health information.
These are all necessary meaningful use measurements re-
quired in the first phase and in 2011.

Barriers to implementation of HIT

In addition to purchase cost, another barrier to EHR
implementation is the high initial time costs. Problems that
can occur with development of EHR/HIT are a decrease in
patient volume during initial setup, cost of transferring data
to the EHR/EMR and the time it takes to do so, and errors
created by still having paper charts while changing to EHR.
Studies confirm that that practice setting and size of the
group have significant influence on the adoption of EHRs in
the United States.17 There are several bills that would help
physicians finance the establishment of EHR and enhance
meaningful use and interoperability of her, including HR
3987, S 3987 and HR 4216, S 1387, which help physicians
obtain loans of up to $350,000, but these are still delayed in
committees.10

Table 1 Medical fee schedule 2011–2016

First year

Payment year 2011 2012 2013 2014 2015

2011 $18k — — — —
2012 $12k $18k — — —
2013 $8k $12k $15k — —
2014 $4k $8k $12k $12k —
2015 $2k $4k $8k $8k $0
2016 — $2k $4k $4k $0
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Stakeholders

A major stakeholder is the physician. The initial investment
could be as much as $30,000 for a single practice. Physi-
cians who do not adopt/use a certified HIT system would
face reduction in their Medicare fee schedule of –1% in
2015, –2% in 2016, and –3% in 2017 and beyond. E-pre-
scribing penalties would occur after 2014 (Fig. 5).17 ARRA
llows HHS to increase penalties beginning in 2019, but
enalties cannot top –5%. Exceptions would be made on a
ase-by-case basis for considerable hardships (e.g., rural
reas without adequate Internet access). The American Os-
eopathic Association and AMA support EHR adoption that
rovides high-quality care and improves access to patients.
he fear is that the physician will front the cost of the EHR,
ndertake the extensive efforts in achieving meaningful use
riteria, and still be denied the incentive payments because
f the inability to meet highly complex and unobtainable
riteria. Reporting criteria should be more flexible and ob-
ained over a longer period of time. Physicians should be
iven credit for efforts toward the transition of EMRs and
ot be penalized.

Stakeholders include patients, EHR companies, phy-
icians, hospitals, government agencies, pharmacies,
harmaceutical companies, and insurance companies.
he Healthcare Information and Management Systems So-
iety (HIMSS) Electronic Health Record Association,
hich represents more than 40 EHR suppliers, support
RRA but have concerns that the timelines are unrealistic

nd there are too many opportunities to fail because of the
xtensive number of requirements to meet meaningful use.
he patient will benefit from having an EHR that is trans-
ortable to other providers more rapidly, and will also have
reduction in possible life-threatening drug interactions,

etter health care delivery because of evidence-based med-

Figure 5
cine, and a legible medical record.11
There have already been benefits to the patients cared for
by physicians who have online practice portals integrated
with EHR. Primary care providers manage information,
integrate it with biomedical knowledge, and decide with
their patients on a course of action (Fig. 6).18 The EHR can
help with better accessibility to patients’ records, prescrip-
tions, and medical tests; it can also help speed medication
refills, appointment requests, and physician office/hospital
registration. The staff will be able to access patients’ infor-
mation more quickly and not spend time searching for
charts. Some physicians have the EHR in the examination
room and ask their patients to view their own medical
records with them, which improves patient communication
and quality of care. There is some research that physicians
can improve revenue up to $20,000 through improved doc-
umentation. Furthermore, medication errors can be reduced.

The vendors of EHR are stakeholders who have come to
light recently with the possibility of millions of dollars of
federal money available to hospitals for EHR projects. Ven-
dors are not only looking to sell EHR products but also
hosting entire businesses through a managed service pro-
vider. Medical practices can save thousands of dollars in
capital costs by having their networks hosted. The managed
service provider acts as an IT department and the network is
constantly being monitored and updated with backups. The
Certification Commission for Healthcare Information Tech-
nology is a volunteer group of physicians in different spe-
cialty areas who set standards for EHR and the certification
they have set is based on two dozen proposed federal func-
tionality standards for vendors.

Another major stakeholder at the present times is the
organization Committee on Operating Rules for Information
Exchange (CORE). This group has more than 115 industry
stakeholders as of April 2010. These include many of the

meline.
major health care insurers that provide health care plans to
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more than 130 million people; this includes Medicare and
Medicaid. Their goals include improving the communica-
tion between providers and payers; eligibility, benefits, and
claims transactions; and increasing quality time with pa-
tients by reducing the administrative functions. CORE is
attempting to set standards for the electronic medical port-
folios that will ensure confidentiality but improve commu-
nication and delivery of information between providers who
are working with the same patient.

Recommendations

The AOA and AMA proposed revisions to the CMS rule on
meaningful use to ease adoption. These include: eliminating
the “all or nothing” approach and requiring that physicians
meet five of the 25 proposed objectives and measures in-
stead of all 25; eliminating the objectives that do not apply
directly to the EHR such as checking insurance eligibility
electronically; decreasing the number of quality measure
reporting requirements; and allowing physicians to pick
only three clinically relevant measures.19 The meaningful
use criteria needs to be revised so that providers will be
more likely to adopt EHR, and the time period for criteria
reporting needs to be extended for at least two years because
most physicians are just beginning to evaluate the process of
establishing an EHR.

Public and private policy interventions can effectively
counter barriers to EHR adoption in primary care. It is
important to secure performance incentives and to reward
providers for achieving quality. For example, under the

Figure 6
Medicaid criteria, physicians can receive up to $25,000 to p
offset the cost of acquiring technology in the year-one
Medicaid incentive payments; this should be broadened to
Medicare also. In a highly positive development, a small but
growing amount of purchasers, health plans, and employers
are initiating quality-based reimbursement programs, re-
warding practices for publishing performance reports, man-
dating specific quality improvement actions, or using par-
ticular IT applications; and they are rewarding consumers
for choosing higher-quality providers on the basis of per-
formance reports.2 CMS should adopt these same criteria
nd incentives to help promote quality of patient care. We
lso need to ensure there is interoperability between
ifferent EMR systems. To date, there has been no reg-
lation that EHR companies use operating systems that
re compatible and able to communicate with competing
HR companies’ systems.

The cost of achieving widespread adoption of EMRs in
he United States could be high, probably in the tens or
undreds of billions of dollars.20 The necessary resources in

future federal administrations still remains uncertain. The
$20 billion from ARRA will help promote the development
of HIT, but most of the money has been set aside for
educating providers and no money has been set aside to help
initiate the cost of setting up the $20,000 to $30,000 EHR
systems for providers, who are already looking at a possible
21% cut in Medicare payments as of 2012. Congress needs
to ensure that continued funds be assured to primary care
providers to better support the technological advances in health
care. The incentives through ARRA will come after the phy-
ician purchases the EHR and with the current recession, ac-
ess to loans is limited. S.B. 1070 would provide access to

ts of EMR.
rivate lenders and assist physicians in purchasing EHR.21,22
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